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COMPUTER AND NETWORK ACCEPTABLE USE

The Caddo Parish School Board shall provide employees and students with access to the
district’s electronic communication system. Electronic communication system shall be
defined as the district's hardware and software components necessary to achieve
connectivity and communicate between telephones, servers and workstations, the
application programs that reside on those servers and workstations that are executed by
users, the files created by those application programs or users, the files downloaded or
copied by users, the Internet and or any other networks accessed via the district’s electronic
communication system which shall be referred to as the Caddo Public Schools Network
(CPSN).

Network resources shall be provided for educational purposes and to carry out the legitimate
business of the school district. The term educational purposes includes classroom activities
and assignments, directed student research, interpersonal communication, professional
development, collaborative projects, and dissemination of successful educational practices,
methods, and materials. The School Board expects all employees, students, School Board
members, and any other users, who use computing and network resources of the School
Board, including electronic mail and telecommunications tools, to apply them in appropriate
ways to the performance of responsibilities associated with their positions and assignments.
The School Board directs the Superintendent or authorized designee(s) to specify those
behaviors that are permitted and those that are not permitted as well as disseminate
appropriate guidelines for the use of technology resources.

INTERNET SAFETY

In compliance with the Children’s Internet Protection Act, the School Board shall use a
technology protection measure that blocks and/or filters Internet access to Internet sites
which contain harmful materials or information, such as sites that contain obscene,
pornographic, pervasively vulgar, excessively violent, or sexually harassing material or
information, or sites that may contain information on the manufacturing of bombs or
incendiary devices. The technology protection measure that blocks and/or filters Internet
access may be disabled by an authorized individual for bona fide research purposes with
the permission of the Superintendent or authorized designee(s). This disabling is
permissible only for a student seventeen (17) years of age or older or an authorized
employee for the purpose as stated.

The network and Internet user shall be held responsible for his/her actions and activities.
Responsibilities include efficient, ethical and legal utilization of network resources.

As a matter of public law, any document pertaining to the public business on a publicly

funded system is a public record, and this law applies to records stored on district
computers.
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INTERNET USAGE

Any use of the Internet that adversely affects its operation in pursuit of teaching and learning
or jeopardizes its use or performance for other community members is prohibited and may
result in loss of Internet privileges, suspension or other appropriate disciplinary action. The
provisions of this policy shall also apply to the use of private e-mail accounts when access
is attained using School Board equipment or networks and to access attained through any
authorized personal digital device while on School Board property. The Caddo Parish
School Board does not condone the use of the Internet for any illegal or inappropriate
activities and shall not be responsible for any such use by staff or students.

ACCOUNTABILITY

Faculty and staff use of school computers or the Internet shall be reserved for educational
purposes and the conducting of business aspects of the school system. All personnel using
school computers or a computer network located on school property, or computers
accessing the Internet shall be accountable for their use. Teacher or class files on the
network shall be treated as district property subject to control and inspection by School
Board personnel. Access codes or passwords shall be kept on file in a secured location by
the principal or his/her designee in case an inspection is warranted. Use of the Internet, the
CPSN, and/or any computers shall be considered a privilege and any inappropriate use may
result in appropriate disciplinary action and loss of privileges to use the CPSN and
computers.

The School Board does not condone any illegal or inappropriate activities and shall not be
responsible for such use by staff. The School Board does not guarantee the right to use the
Internet and reserves the right to suspend or terminate the privilege of any individual at its
sole discretion without notice, cause, or reason. Failure to adhere to these regulations may
result in the loss of computer privileges, access to the Internet and electronic mail account
and may result in further disciplinary action up to and including termination. Furthermore,
any activity that may be in violation of local, state, or federal laws shall be reported to the
appropriate law enforcement agency.

Access to the information resources infrastructure, sharing of information, and security of
intellectual products, all require that each and every user accept responsibility to protect the
rights of the community. Any materials or files, such as, but not limited to, lesson plans,
schedules, letters, memos, documents, programs, spreadsheets, databases, and/or
presentations created with Caddo Parish School Board equipment and/or facilities, or during
periods for which the employee is compensated by the School Board becomes the
intellectual property of Caddo Parish School Board. Any employee of the School Board
who, without authorization, accesses, uses, destroys, alters, dismantles or disfigures any
School Board information technologies, properties or facilities, including those owned by
third parties, thereby threatens the atmosphere of increased access and sharing of
information, threatens the security within which members of the CPSN may create
intellectual products and maintain records, and has engaged in unethical and unacceptable
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behavior.

Users shall be responsible for the content of e-mail messages in their account.
Communications on the CPSN should be viewed as public in nature. E-mail is not a
confidential medium for transmitting personal messages. School Board administrators may
at any time review communications to maintain integrity system-wide and ensure that staff
members are using the system responsibly. The School Board shall have access to all e-
mail, which may be routinely and randomly checked. Inappropriate or profane messages,
as well as messages that disrupt the educational and administrative goals of the School
Board may result in loss of privileges and/or disciplinary action. Messages relating to, or in
support of, illegal activities may be reported to the appropriate authorities. The School Board
shall cooperate fully with any local, state, or federal officials in any investigation concerning
or relating to any mail transmitted on School Board computers.

Accordingly:

1. E-mail shall not be left on the server. Users shall be expected to remove old
messages on their computers in a timely fashion (monthly) and School Board
administrators shall be authorized to remove such messages if not attended to
regularly and properly by the user.

2. E-mail chain letters and joke lists shall be expressly forbidden and should
immediately be deleted.

An employee who encounters a problem with a School Board computer, the School Board’s
network or his/her assigned e-mail accounts, shall immediately report the problem to the
Superintendent or his/her designee. Anyone witnessing an employee or student abusing a
School Board computer and/or the School Board’s network shall report such information
immediately to the Superintendent or his/her designee.

UNAUTHORIZED AND ILLEGAL USE

While using School Board computers and the technology network, faculty and staff shall not
be under direct supervision, but shall abide by School Board policy and administrative
regulations and procedures governing the use of School Board computers and the CPSN.

Tampering with selection menus, procedures, or icons for the purpose of misleading or
confusing other users shall be prohibited. Any use by any person of the CPSN that incurs
expenses to the school other than the monthly user fees and rates shall be strictly prohibited.
Furthermore, the computer system shall not be used for commercial, political or religious
purposes.

Use of the CPSN for any illegal activities shall also be prohibited. lllegal activities may

include but are not limited to: (a) tampering with computer hardware or software, (b)
unauthorized entry into computers and files (hacking), (c) knowledgeable vandalism or
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destruction of equipment, and (d) deletion of computer files. Such activity is considered a
crime under state and federal law.

SECURITY

Teachers and other personnel who have computers in their charge shall be responsible for
the security of those computers in terms of both hardware and software. Computers must
be secured such that students acting without the consent or supervision of a teacher or
administrator cannot enter the network or access the Internet.

Employees should not allow others to have access to or use their e-mail accounts or disclose
their, or others’ passwords. All employee passwords shall be on file with the employee’s
immediate supervisor. Should a password be changed, the employee shall notify their
supervisor immediately.

Employee’s e-mail accounts shall not be readily accessible by students.

REGULATIONS

Use of CPSN and Internet

The following regulations, terms, and conditions for the use of computers and other
technology equipment and Internet resources shall not be all-inclusive, but only
representative and illustrative. A user who commits an act of misconduct or
inappropriateness which is not listed may also be subject to disciplinary action or
suspension, or termination, or be subject to appropriate criminal or civil prosecution. All
users, including students, employees, or any other users of School Board computers,
hardware, and School Board network shall abide by all policies of the School Board and any
applicable administrative regulations and procedures.

1. In general, employees are expected to communicate in a professional manner
consistent with state laws governing the behavior of school employees and with
federal laws governing copyright. Electronic mail and telecommunications shall not
be utilized for unauthorized disclosure, inappropriate contact with employees or
students, use and dissemination of personal identification or confidential information
regarding any student or employee.

A. Employees shall not post any e-mail or other messages or materials on school
or district networks or the Internet that are indecent, vulgar, lewd, slanderous,
abusive, threatening, sexually harassing, or terrorizing, or considered
inappropriate by School Board standards.

B. Employees shall not abuse or waste network resources through frivolous and

non-educational use or send chain letters or annoying unnecessary letters to
large numbers of people.
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The Caddo Parish School Board reserves the right to review any stored record files
or programs to which users have access and shall edit or remove any material which
the School Board, through its Superintendent, or his/her designee, believes is in
violation of its policies and procedures. As a user of the School Board's technology
and networks, including but not limited to the Internet, the user shall consent to the
monitoring, access and review by the Superintendent or his/her designee of any
stored electronic communications, including but not limited to e- mail transmission.

Any software not created by the user shall be considered as copyrighted. A user
shall not copy or distribute copyrighted or proprietary material without the written
consent of the copyright holder nor violate copyright or patent laws or the license
concerning computer software, documentation or other tangible assets.

The user shall not install any software without consent from the appropriate
supervisor.

In consideration for the privilege of using the system, the user shall release the Caddo
Parish School Board from any and all claims arising from the use/inability to use the
technology systems and networks.

The user shall agree to indemnify the Caddo Parish School Board for any loss
suffered by the School Board for any improper use of the School Board’s technology
network, and to compensate anyone harmed by its improper use.

The information provided through the technology systems and networks shall be
offered as a service and shall not be a substitute for individual professional
consultation.

The proper use of any user ID/password which may be assigned is the ultimate
responsibility of the individual whose name it has been assigned. User ID's and
passwords shall not be shared under any circumstances.

The use of technology is a privilege which may be revoked at any time for any
violation of laws, policies, regulations or procedures. The Superintendent shall
decide what is inappropriate use and such decision shall be final. Such violations
would include, but not be limited to,

A. submits, publishes, or displays on School Board owned or maintained
resources any material that is illegal, defamatory, inaccurate, abusive,
violent, profane, sexually oriented, racially offensive, obscene, encourages
the use of controlled substances, or is otherwise offensive to users,

B. violates such matters as institutional or third party copyright, license
agreements and other contracts,
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interferes with the intended use of electronic information resources,
seeks to gain or gains unauthorized access to information resources,

uses or knowingly allows another to use any computer, network, system,
program, or software to conduct any commercial or personal business or
activity, or solicit the performance of any activity which is prohibited by law,

uses or knowingly allows another to use any computer, network, system,
program, or software to devise or execute any artifice or scheme to defraud
or obtain money, property, services, or other things of value by false
pretenses, promises, or representations,

uses or knowingly allows another to use any computer, network, system,
program, or software for commercial purposes, product advertisement,
solicitation of other staff or students to use goods or services, or political
lobbying,

without authorization, destroys, alters, dismantles, disfigures, prevents
rightful access to, or otherwise interferes with, the integrity of computer-
based information, the CPSN, and/or information resources,

without authorization, engages in the use of real-time conference features
(talk/chat/internet relay chat),

without authorization, utilizes newsgroups,

without authorization, utilizes guest books allowing comments on their web
site,

engages in unbridled and open-ended use of the network in terms of access
time, performing activities that limit, waste, or prevent other users from
accessing finite resources,

refuses to develop, implement, or maintain security procedures that ensure
the integrity of individual and institutional files,

uses or knowingly allows another to use any computer, network, or system
to contact by electronic means any student or employee that would be
considered unacceptable in content by a reasonable person.

No personal or student information which is protected by the Family Education Rights
and Privacy Act shall be disseminated on or through the School Board's technology
systems and networks, including but not limited to the Internet.
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Use of E-Mail and Voice Mail

The Caddo Parish School Board, as a courtesy, may provide electronic mail (e-mail) to its
employees and students and telephone voice mail access to its employees. These
communication systems shall be considered property of the School Board and shall be
subject to monitoring at any time, with or without notice, at the sole discretion of the
Superintendent or his/her designee. Accordingly, regulations for participation by anyone
using e-mail or voice mail shall include but not be limited to the following:

1.

Users must demonstrate honesty, integrity, and respect for others at all times.
Appropriate manners and language shall be required.

No individual student shall be given an e-mail account except as required as an
element of an instructional program under the direct supervision of the teacher or
other professional designated by the teacher. Otherwise, only teachers and
classes as a whole may be permitted to use e-mail. E-mail is not guaranteed to
be private on the Internet. Therefore, only appropriate teacher or class messages
shall be allowed.

No CPSN user shall be permitted to engage into any form of “Instant Message
Services” such as chat rooms, etc. via the CPSN.

No CPSN user shall engage in unauthorized access, including so called “hacking”
and other unlawful activities via the CPSN.

No CPSN user shall disclose, use, and disseminate any personal information
regarding himself or herself or any other person via the CPSN except as required
as an element of an instructional program under the direct supervision of the
teacher or other professional designated by the teacher.

No CPSN user shall post contact information (e.g. address, phone number) about
himself or herself or any other person via the CPSN except as required as an
element of an instructional program under the direct supervision of the teacher or
other professional designated by the teacher.

Threatening, profane, abusive or any messages that contain obscene,
pornographic, pervasively vulgar, excessively violent, or sexually harassing
information or material shall be forbidden.

Any messages that are derogatory, defamatory, obscene, or otherwise
inappropriate for the school or workplace shall be forbidden. The content of these
messages shall include but not limited to remarks about an individual, group or
organization’s race, age, disability, religion, national origin, physical attributes or
sexual orientation.
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9. The policies of the School Board concerning discrimination, sexual harassment,
threats, and workplace violence apply in full to e-mail, voice mail, Internet or other
network use.

10. The e-mail and voice mail systems are intended for educational and business use
and the School Board reserves the right to review, audit, and disclose all matters
sent or retrieved over the CPSN or placed into its storage.

11.  All communications sent in e-mail or voice mail via CPSN may not disclose any
confidential or proprietary School Board information. With proper permission from
the Superintendent or his/her designee, employees may send selected information
in an encrypted form.

EMPLOYEE DISCIPLINE AND DUE PROCESS

Compliance with this policy shall be a condition of employment. Any employee who violates
this policy shall be subject to disciplinary action that may include up to and including
employment termination.

All Caddo Parish public schools shall cooperate fully with local, state, or federal officials in
any investigation concerning or relating to any illegal activities conducted through CPSN.

The results of any investigation conducted under this policy shall be considered admissible
evidence in any proceeding related to workers’ compensation or claims for unemployment
compensation and in any other administrative proceeding, hearing or civil litigation when the
inappropriate use of CPSN or computers is relevant. Action to discipline/terminate an
employee under this policy shall be subject to any due process hearing that may be required
by law and/or School Board policy.

STUDENT USE OF VIRTUAL PLATFORM

When the classroom environment is virtual (online), the standards of behavior are as
important as they are in brick and mortar schools. In other words, our virtual classrooms are
real classrooms with real teachers; therefore, appropriate student behavior is expected.

1. Students should address all faculty and staff members as adults with the courtesy
expected for education professionals. Students are to use both the appropriate title
(Mr., Mrs., Ms., or Dr) and last name only. No other form of address is
acceptable.

2. Students should phrase communications with faculty and staff in a polite and
courteous manner appropriate for speaking to adults.

3. Students are not to use obscene, profane, threatening, or disrespectful language or
images in any communications on the virtual platform.
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Students must not record the virtual classroom or student content without approval
of the teacher. Learning platforms and content are proprietary and copyrighted.
Reposting of classroom discussions on any other platform is strictly prohibited unless
authorized by the teacher who must receive the appropriate authorizations to
disclose the content.

All communications with other students enrolled in the virtual platform must be of a
course-related nature. Any sending of unsolicited email to other classmates is
prohibited.

All communications with other students in any forum, course related email,
discussion post, etc., must be polite, courteous and respectful.

The integrity and authenticity of student work is important. Copying the work of
others, allowing others to knowingly copy a student’'s work, and/or misusing
content from the Internet could result in a failing grade.

Do not collaborate (work with) with other students on your assignments unless
directed to do so by your teacher. Working together is useful in the traditional
classroom, but it is not permitted in the online environment without specific
teacher instructions to do so. In addition, parents may not login to a student
account and complete coursework on behalf of the student.

Students are not to use obscene, profane, threatening, or disrespectful language or
images in any communications with other students.

Students are subject to all local, state, and federal laws governing the Internet.
Consequently, program administrators will cooperate fully with local, state, or
federal officials in any investigation related to illegal activities conducted through
Internet access.

In the event there is a claim that a student has violated this policy, he/she will be
notified of the suspected violation and given an opportunity to present an
explanation.

Any student that violates this policy will be subject to disciplinary action that may
result in disciplinary or legal action.

CPSN TERMS AND CONDITIONS

The CPSN shall only be used for lawful purposes. Unlawful transmission of information or
material in violation of Federal and/or State laws could lead to prosecution of an individual
or individuals responsible for the unlawful action. The user shall abide by the provisions of
this policy and shall be held responsible for any unethical or illegal activity. Any violation of
this policy may mean loss of online privileges and/or disciplinary measures by the
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Superintendent and/or School Board. Any inappropriate activity by the user that constitutes
a criminal offense shall be the legal responsibility of the user and not the school, school
district, or School Board.

DISTRICT LIMITATION OF LIABILITY

The Caddo Parish School Board technology network (CPSN) and computer system is
provided on an “as is, as available” basis. The School Board does not make any warranties,
whether expressed or implied, including, without limitation, those of fitness for a particular
purpose with respect to any services provided by the system and any information or software
contained therein. The School Board uses a variety of vendor- supplied hardware and
software. Therefore, the School Board does not warrant that the functions or services
performed by, or that the information or software contained on the system will meet the
user’s requirements. Neither does the School Board warrant that the technology network
and any components shall be uninterrupted or error-free, nor that defects shall be corrected.

The School Board shall not be responsible for any damage users may suffer, including, but
not limited to, loss, damage or unavailability of data stored on school district diskettes, tapes,
hard drives or servers, or for delays or changes in or interruptions of service or misdeliveries
or nondeliveries of information or materials, regardless of the cause. The School Board
shall not be responsible for the accuracy or quality of any advice, service, or information
obtained through or stored on school district computers and technology network. The
School Board shall not be responsible for financial obligations arising through unauthorized
use of the School Board technology network or the Internet.

Opinions, advice, services, and all other information expressed by system users, information
providers, service providers, or other third party individuals in the system are those of the
providers and not necessarily the School Board.

The School Board shall cooperate fully with local, state, or federal officials in any

investigation concerning or relating to misuse of the School Board’s computer systems and
networks.

Approved: July 28, 2015
Revised: July 28, 2020

Ref: 47 USC 254(h), (Children's Internet Protection Act (CIPA)); La. Rev. Stat. Ann.
8817:81, 17:100.7, 17:280; Board minutes, 7-28-15, 7-28-20.
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